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This presentation is designed to 
empower users to take personal 
responsibility for protecting home, 
school, and workplace information by 
emphasizing how cybersecurity is a 
shared responsibility that affects all 
of us.

OBJECTIVE



INFORMATION SECURITY

● Information security is the 
act of protecting digital 
information assets.

● Accessing information is a 
privilege and “need to know 
access” should be practiced 
at all times.

● Three fundamental principles 
of information security are 
confidentiality, integrity, and 
availability.



INFORMATION SECURITY

Examples of information security 
incidents include:

● Unauthorized disclosure of 
sensitive information

● Theft or loss of equipment 
that contains private 
information

● Extensive virus or malware 
outbreak and/or traffic

● Attempts to gain 
unauthorized access to a 
system or its data



SECURITY VS PRIVACY

Security does not equal privacy.

● Security is about 
safeguarding data

● Privacy is about 
safeguarding user identities

● Privacy is your right to be left 
alone, if you so choose.



$116,000,000
Average data breach cost

for private companies



300% increase in cyber 
crime since Covid-19 as 

reported by the FBI
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“People’s computers are not 
getting more secure. They’re 

getting more infected with 
viruses. They’re getting more 

under the control of malware.”

Avi Rubin, Professor of Computer Science (John 
Hopkins University)



VIRUS VS MALWARE

● One type of malware
● Triggered by user
● Self-replicating

Virus
● Term for malicious 

software
● Any malicious 

code
● Harms devices and 

steals data

Malware

All viruses are malware, but not all 
types of malware are viruses.



TYPES OF MALWARE

● Virus
● Trojan Horse
● Worms
● Spyware
● Adware
● Scareware
● Ransomware
● Rootkits



VIRUSES

● Malware that spreads itself by 
making copies of it itself and 
inserting into another program

● Some can lay dormant until 
either the user runs a file that it 
is attached to, or activated 
after a specific amount of time

● Viruses tends to come from 
external sources such as usb 
drives, cds, dvds, emails, and 
network sharing

● Needs a program to run



TROJAN HORSES

● A legitimate looking software that 
contains a malicious code

● Requires a download  from the user
● Once installed, the malware will 

continue to operate after the 
application has been closed 

● Various types of trojans perform 
tasks that can damage or take 
control of your device



TROJAN HORSE VARIANTS

Gives an attacker 
remote control access 

to the victim device

Remote Access 
Trojan (RAT)

Relays sensitive 
information back to the 

attacker 

Data-sending 
Trojan

Uses victim device to 
launch attack and 

perform other illegal 
activities

Proxy Trojan
Designed to corrupt or 

delete files; usually 
results in crashes or 
inoperable device

Destructive Trojan
Enables hackers to use 
file transfer services to 
and from victim device

FTP Trojan



WORMS

● Replicate themselves 
independently

● Spread themselves very 
quickly

● Uses exploit mechanism 
like an email attachment, 
or an executable file, or a 
trojan horse

● Events: 
○ 2001 Code Red attack 
○ 2003 SQL Slammer



2001 Code Red Worm 



2001 Code Red Worm (after 19 hours)



2003 SQL Slammer Infection



2003 SQL Slammer Infection (after 30 minutes) 



SPYWARE

● Software used to gather 
information about the 
person of interest

● Often done without the 
person knowing

● Can be a tracking cookie, 
trojan horse, and keylogger

● Keylogger: Stealing your 
information as you input it

● Goal:  Steal your passwords, 
credit card information



● Keeps logs of user’s 
activities

● Sometimes the spyware 
allows a hacker to 
activate a user’s webcam 
without their knowledge

SPYWARE



SCAREWARE

● A software that induces anxiety 
by creating the perception of a 
threat

● Ranges from urgent messages 
to last-second incoming threat

● Goal:  To scare you into 
downloading a program that is 
more likely to be a trojan horse

● Examples:  FBI warnings, virus 
detected, fake blue screen, and 
other “compromises”



● Special type of scareware
● Malware that threatens to 

publish data or lock it until 
ransom is paid (usually in 
Bitcoin)

● Encrypts files so a 
company or individual has 
no access

● Currently the most used 
malware worldwide

RANSOMWARE



RANSOMWARE IMPACT

2019 statistics:

● 113 state and municipal 
governments and agencies.

● 764 healthcare providers.
● 89 universities, colleges and 

school districts, with 
operations at up to 1,233 
individual schools potentially 
affected.

Figures from Emsisoft Malware Lab, 
“The State of Malware in the U.S. 

2019”



$7.5 BILLION+
Approximate cost of ransomware 

attacks in the U.S. during 2019



ROOTKITS

● May contain a number of 
malicious tools such as 
keyloggers, banking 
credential stealers, password 
stealers, antivirus disablers

● May make the victim device 
into one of many bots for 
DDoS attacks.

● Once installed, it stays 
hidden and provides control 
to the remote hacker.

Rootkits are very hard to remove. 
Your best defense is to completely 
wipe the infected system and 
restore from your latest backup or 
system image.



● Strange files appearing on the 

desktop. 

● Seeing large CPU usage on task 

manager. 

● Antivirus is turned off or having its 

settings changed. 

● Sudden computer screen lags, 

freezing, or system crashes.

Signs to Consider for Malware presence

*** Sometimes malware will disguise itself as a legit program while being 
located in a different folder. 



● Prevention is key. Do not download 
strange files or attachments.  Ex: crack 
folders for a free software. 

● Always make sure to download the 
latest operating systems update 
and firmware.  

● Run Windows security, or third party 
antivirus or malware software.   

○ Malwarebytes, Norton, Avast, 
Kaspersky, and many more. 

Malware Solutions?

A lot of anti-malware programs have free 
trials available. 

 How much is your data worth? 



What is Social 
Engineering?
A malicious tactic in which the attacker 
uses psychological manipulation to obtain 
sensitive information about another user.  

Social Engineering is not malware.

● Baiting

● Scamware

● Pretexting

● Phishing

● Spear Phishing

● Quid Pro Quo

● Tailgating

● Vishing

● Water-Holing



“The key to social engineering is 
influencing a person to do 

something that allows the hacker 
to gain access to information or 

your network.”

Kevin Mitnick, American Computer Security 
Consultant



Social Engineering Methods



● Attackers use a false 
promise to lure users into a 
trap where they can then 
steal the user’s personal 
information.

● Malware-infected 
flash-drive (If you find a USB 
drive on the ground, DON’T 
plug it in!

● Online baiting

Baiting



● The attacker gains the victim’s 
trust and collects sensitive 
information through lies about 
needing it to perform a critical 
task.

● Example: social security 
numbers, personal addresses, 
phone numbers, phone records, 
bank records, security 
information

● Example: Gaining trust

Pretexting



● The attacker sends messages to the 
victim through email or text message in 
order to make the victim feel fear, 
curiosity, or urgency. 

● The user, pressured by these emotions, 
exposes sensitive information or clicks 
links to malicious websites that contain 
malware.

● Example: “Nigerian Prince” scams
● Example: Covid-19 related email scams 

Phishing



● Phishing that is targeted 
towards specific individuals 
or organizations

● The attacker researches the 
victim well before 
conducting the scam

● The scam usually takes the 
attacker weeks to months 
to complete

Spear Phishing



● “Voice phishing”
● Attacker uses urgent phone calls 

or voicemails to pressure or 
trick a user into giving them 
sensitive information

● Example: Using urgent phone 
calls or voicemails to make the 
users feel a sense of urgency 
and fear so that they act quickly 
to protect themselves

Vishing



Quid Pro Quo

● “Something for 

something”

● Calling random numbers



● Attacker follows a person who 
has access to a secure place 
in order to slip in after them

● Example: Following a car into a 
secure parking lot / area

● Also known as “piggybacking”

Tailgating



● Attackers use users’ trust 
in a certain website to 
infect them with malware

● Attackers will compromise 
trusted websites by 
inserting malware so that 
the users going onto the 
website will be infected 
with it

Watering Hole Attack



● Always be aware of what you are 
clicking/entering!

● Research companies thoroughly before 
providing them with sensitive 
information

● Disregard requests for personal 
information when it is unsolicited

● Use spam filters
● Protect your devices using anti-virus 

software, etc.
● Disregard offers of rewards or prizes

Social Engineering Prevention



DEVICE
HARDENING
Barrett Busch & 
Cara Wegner

02



DON’T USE ADMIN AS MAIN ACCOUNT

● If a malicious program or 
attacker gets control of your 
user account, they can do a 
lot more damage with an 
administrator account than 
with a standard user account

● Protect yourself by using a 
standard account as your 
primary account and 
temporarily elevate 
permissions when you need 
to make administrator 
changes



KEEP YOUR SOFTWARE UPDATED

● Press the Start Menu and 
type in Windows Update to 
check for and install the 
latest available updates.

● Some security patches are 
critical fixes for protecting 
you from a new type of 
malware or cyberattack.

● Enable auto-updates for 
your operating system.



WINDOWS SECURITY

● Press the Start Menu and 
type in Windows Security to 
check your settings.

● Virus & threat protection 
continually scans for malware, 
viruses, and security threats 
using Microsoft Defender 
Antivirus.

● Firewall & network protection 
allows you to manage firewall 
settings to block unnecessary 
internet traffic.



WINDOWS DEFENDER FIREWALL

Benefits of firewall security:

● Monitors traffic
● Reduces risk of network 

security threats
● Safeguards sensitive data and 

intellectual property
● Allow trusted connections 

while blocking the rest



PRIVACY SETTINGS

● Press the Start Menu and 
type in Privacy Settings to 
check your settings.

● Enable/disable advertising 
and location tracking

● Restrict access to the camera 
and microphone

● Manage which apps have 
access to your contacts, 
email, and calendar

● Restrict access to your 
account information on your 
device



HOW ARE YOU TRACKED ONLINE?

● Common threats to privacy 
come from online advertisers 
and third-party trackers.

● HTTP cookies are tiny data 
packets that websites plant 
on your browser while you 
visit like a nametag.

● Device fingerprinting is when 
a site looks at all the 
characteristics of your device 
to identify it as yours.

Try Panopticlick by the Electronic Frontier 
Foundation to see if your device has an easily 
identifiable fingerprint - panopticlick.eff.org 



SECURE WEB BROWSERS

● Internet Explorer is on its way 
out and will no longer be 
supported after August 2021

● Brave and Firefox web 
browsers are well balanced in 
terms of security and high 
performance.

● While Google Chrome is the 
most popular browser, it is 
not the best in terms of 
privacy.

● Best recommendation: do a 
little research on all three and 
decide which is best for you



BROWSER EXTENSIONS

● HTTPS Everywhere forces 
websites to use a more 
secure HTTPS connection 
instead of HTTP.

● Privacy Badger blocks 
advertisements and tracking 
cookies.

● Ghostery blocks ads, stops 
trackers and optimizes page 
loads.

● Chameleon spoofs browser 
profiles to evade 
fingerprinting.



FAMILY SAFETY

● Check specifics of your 
child’s internet browsing.

● Gain access to activity 
reporting.

● Track the apps, games, and 
media kids use on Windows 
10 and Xbox.

● Determine how much screen 
time children have access to.

● Choose what they see and 
can purchase for their 
devices.



Password
Security



PASSWORD COMPLEXITY 2020

● NIST guidelines currently 
recommend at least 8 
characters in your password 
with numbers + special 
characters

● The FBI recommends longer  
pass phrases over pass codes 
to further strengthen

● Long pass phrases are harder 
to crack

● Complex does not necessarily = 
the best

● Don’t use birth dates, pet 
names, street address, etc. No 
personal information!



PASSWORD REUSE & PASSWORD MANAGERS

● Bad practice to reuse 
passwords on multiple sites 
(Facebook, Gmail, bank login, 
Amazon, etc.)

● Consider using a password 
manager such as LastPass or 
1Password

● Integrates with all devices
● Very easy to create unique, 

strong passwords for all 
accounts without having to 
remember them all How secure is your password? 

howsecureismypassword.net



CREATE A RESTORE POINT

● Allows you to ‘rewind’ your 
Windows installation to an 
earlier working state, without 
affecting your documents

● Search for System Restore in 
the Windows 10 search box

● Choose configure if system 
protection needs to be 
enabled



BACKUP & SYSTEM IMAGE

● Backup your files to another 
drive and restore them if the 
originals are lost, damaged, or 
deleted.

● Choose add a drive to select 
where you would like to 
backup your files

● A system image, which also 
backs up your OS installation, 
is available via Backup and 
Restore (Windows 7)



BACKUP VIA CLOUD STORAGE SERVICE

● Various cloud storage options 
depending on your needs

● Can select a “backup and 
sync” option so that your files 
are automatically uploaded to 
the cloud

● Backups for mobile devices 
also available

● Recommendation: Research 
the various options and check 
pricing to see which fit your 
needs



POWER SUPPLY & SURGE PROTECTORS

● A UPS will protect files and 
hardware from the potential 
damage caused by power 
outages or surges.

● Crucial if important 
important information is 
kept on a system.

● A surge protector is a 
cheaper solution that will 
prevent electrical damage, 
but cannot continue to 
supply power in the event of 
an outage



SECURE 
YOUR SMART 
PHONE



WHAT’S IT MATTER?



SMARTPHONE SECURITY

● Enable multi-factor authentication
● Use a secured lock screen
● Turn off Bluetooth, Wi-Fi when not in use
● Make sure “Find My Device” is turned on
● Disable developer mode
● Protect/encrypt sensitive data
● Turn off geotagging in phone and on 

social media
● Be wary of text messages and calls
● Lock Internet browsing
● Backup data and contacts
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What is Identity Theft?

The crime of obtaining the personal or financial information of another person for the sole purpose 
of assuming that person's name or identity to make transactions or purchases.

Defined

Identity theft under Penal Code 530.5 is a “wobbler” offense, meaning that a prosecutor can 
charge either a misdemeanor or felony depending on

❖ The harm inflicted
❖ Value of the items or services stolen
❖ Prior criminal history of the offender
❖ It can also be charged as a federal offense. 
❖ The Orange County’s District Attorney has specialized units dedicated to prosecuting 

identity theft and financial crimes.

California Penal Code 530.5



3,200,000
In 2019

Approx. 1 out of every 100 U.S. residents reported 

to be a victim of Fraud, Identity Theft, or a Financial Crime



HISTORICAL



JUST THE FACTS



I.D. Theft Categories



THE FACE OF 
ID THEFT

REAL STORIES
IN LAW ENFORCEMENT



ID Theft/Fraud arrest #1

3800 Profiles of 
victims. Confirmed 
384 local victims in 
California.

Laptop Computer

Prior 
convictions for 

ID theft/fraud

On Probation

Used 
unemployment 
funds to buy a car

EDD- Car 
Purchase

$4000 cash with over 100+ 
different credit cards and 
gift cards.



ID Theft/Fraud arrest #2

Nissan GTR $75K
Mercedes C63 S $72K

Used common name and 
assumed ID of victims by social 
engineering. Created fake ID to 
buy cars at dealerships in two 
different states.



ID Theft/Fraud arrest #3

Took mail from home 
mail boxes. Placed 
vacation holds on 
future mail. Hundreds 
of victims.

Mail Theft

Easy victims. 
Unaware of 
technology. 
Drained their 
savings 
accounts.

Targeted Elderly 
Minorities

Used burner 
phones and 
devices to change 
IP Address.

Changed Phones

Continued crimes because 
of ease and very little 
exposure to long prison 
sentences. More money, less 
risk, shorter jail time.

Probation



Victims- Young and Old



You just won the lottery! Congratulations.



1. Lost or stolen wallets
2. Mailbox theft
3. Public Wi-Fi
4. Data breaches
5. Sim Card Swap
6. Phishing or Spoofing
7. Skimming
8. Phone Scams
9. Shoulder surfing

10. Malware

Common ways your identity is compromised



You can protect yourself from ID theft
1. System Hardening Best Practices
2. Be alert to Phishing and Spoofing 

○ Browser mistake / Phone misdials
3. Credit Reports

○ One free report from each bureau annually
○ Freeze your credit

4. Protect important documents
5. Fraud alerts on credit accounts
6. Protect your mail

○ Stolen mail, vacation holds
7. Shred your documents

○ Dumpster Divers
8. Strong Passwords
9. Monitor Financial & Medical Statements

10. Maintain Situational awareness
○ Shoulder surfing & Car fishing



Who you gonna call? - Reporting a crime

Equifax-1-800-525-6285 
Experian-1-888-397-3742 
Transunion-1-800-680-7289 
Contact all credit card companies
Contact your Bank 
Federal Trade Commission 877-382-4357
Contact SS Admin. Fraud Line 800-269-0271 

Phone Resources

IdentityTheft.gov
ic3.gov
Uspis.gov
Annualcreditreport.com
idtheftcenter.org

Websites

● Have suspect info
● Suspect used your name in criminal matter
● Creditor insists on a report
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$65,000,000,000
Cybersecurity Ventures predicts that the healthcare 

industry will spend more than $65 billion cumulatively on 
cybersecurity products and services over the five year 

period from 2017 to 2021



CIA Triangle

Integrity is based on the 
presumption that all the 

data is verified and hasn’t 
been manipulated.

Integrity
Confidentiality ensures 

that sensitive information 
is accessed by authorized 

individuals and groups.

Confidentiality
There should be no less 

than 99.999% of downtime 
a year. This also referred to 

as the rule of five nine’s.

Availability



1. Protecting information from being accessed by unauthorized parties.

2. A failure to maintain confidentiality is commonly known as a breach.

3. That information cannot be erased from their papers, computers and the public’s view.

A breach of confidentiality refers to the unauthorized access of sensitive information.

CIA Triangle - Confidentiality



CIA Triangle - Integrity

Ethical Equal Transparent Accountable

Integrity ensures that data stored on devices is 
correct and no authorized persons or malicious 
software has altered the data.



CIA Triangle - Availability

A measure of system 
reliability.
(This is good, but never 100%)

 

Uptime

Downtime is inevitable because 
critical updates require a reboot.
(This is bad, no less than 99.99%)

● 1 year: 5 min 15 sec 
● Quarterly: 1 min 18 sec
● 1 month: 26 sec
● Weekly: 6 sec

Downtime

SLA - Service Level Agreement



HIPAA (Health Insurance Portability and Accountability Act of 1996)
➔ The(HIPAA) Security Rule establishes a national set of minimum security standards for protecting all ePHI that a 

Covered Entity (CE) and Business Associate (BA) create, receive, maintain, or transmit. The Security Rule 
contains the administrative, physical, and technical safeguards that CEs and BAs must put in place to secure 
ePHI. Fortunately, properly configured and certified EHRs can provide more protection to ePHI than paper files 
provided.



Electronic Health Records (EHRs) and Cybersecurity 

Allow access to 
evidence-based tools 
that providers can use 

to make decisions about 
a patient’s care such as 

Emergency Medical 
Services.

EMS applications
To support patient care, 

providers store electronic 
Protected Health 

Information (ePHI) in a 
variety of electronic 

systems, not just 
Electronic Health Records 

(EHRs).

EHR Software

Specialized equipment 
that Automates and 
streamline provider 

workflow. I.E. Radiology 
PACS machines, 

Ventilators, Neonatal 
transport carts.

Bio-Med Devices

Identify and protect 
against reasonably 

anticipated threats to 
the security or integrity 

of the information

Ensure the confidentiality, 
integrity, and availability of 
all e-PHI created, received, 
maintained or transmitted 

by technical and 
non-technical personal. 

Protect against 
reasonably anticipated, 
impermissible uses or 
disclosures and ensure 

workforce training

RiskGovernance Compliance
G.R.C. 



● ePHI encryption

● Auditing functions

● Backup and recovery routines

● Unique user IDs and strong passwords

● Role- or user-based access controls

● Auto time-out

● Emergency access

● Amendments and accounting of disclosures

Benefits of an EHR



HIPAA Security Checklist for Cyber-Attacks

Implement the DRP (Disaster 
Recovery Plan) immediately to 

prevent impermissible disclosure of 
health information.

Document Cyber- 
Threat Indicators

Report Incident to 
law enforcement

Notifying the FBI first is crucial 
because law enforcement may tell 

the entity a public report would 
harm national security.

Mitigation

Notify Affected

All Cyber threat indicators 
should be reported to ISAOs 

(Information-sharing and 
analysis organizations).

Ultimately the affected have a 
right to know and the entity is 
required to offer services and 

support to those affected such 
as credit monitoring. 



ZOOM 
SECURITY 
CHECKLISTS



PRE-MEETING SETTINGS

● Waiting Rooms: Users joining 
the meeting will remain in a 
waiting room until you admit 
their access.

● Passcodes: Require a 
passcode in order to join the 
meeting

● Join by Domain: Requires 
individuals to sign into their 
account and ensure their 
e-mail address is on an 
approved list



IN-MEETING SETTINGS

Useful settings to remember:

● Lock the meeting so that no 
new participants can join

● Remove participants (hover 
over their name, select more 
and remove)

● Report a user for misuse of 
the platform

● Disable video
● Mute all participants
● Disable private chat
● Control screen sharing



ZOOM SECURITY CHECKLIST

Set screen sharing 
to host only to 
prevent anyone 
randomly taking 
control

Screen share
Prevent unwelcome 
guests from being 
able to join your 
meeting

Passcode
Disable file 
transfers to 
prevent spread of 
malicious files

File transfers



CREDITS: This presentation template was created 
by Slidesgo, including icons by Flaticon, 
infographics & images by Freepik and 
illustrations by Stories

THANKS!
Do you have any questions?
c4cyberclub@gmail.com

Presenters:
Barrett Busch, Cara Wegner, Anthony 
Truong, Fausto Arce, Emmy Chen, Carl 
Whitney & Kari Flood
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